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State of California Business, Transportation and Housing Agency

Memorandum

Date: February 1, 2007

To: Ms, Susan Kennedy, Chief of Staff
Office of the Governor
State Capitol

Sacramento, CA 95814

From; DEPARTMENT OF CALIFORNIA HIGHWAY PATROL.,
Protective Services Division

File No.: 020.9261.12912,01

Subject:  GOVERNOR’S OFFICE COMPUTER SYSTEM INVESTIGATION

Attached is the recently completed investigation conducted by the California Highway Patrol (CHP),
Protective Services Division, regarding the security and vulnerability of one of the Governor’s
websites. The investigation is being forwarded for your review and any action you may deem
necessary.

As you are aware, the investigation focused on the security of the Governor’s “Speeches” website
and the downloading of a digital file containing private conversations between the Governor and his
staff. That digital file was eventually edited, and a portion of the file had been sent to the

Los Angeles Times newspaper. Additionally, the investigation focused on how the private
conversations were inadvertently uploaded to the website. The attached report provides the details of
the investigation and its findings. Our investigation concluded that the digital file in question was
placed on the Governor’s website in a manner consistent with previous practices and without
criminal intent by the Governor’s staff. Normal protocol was adhered to in the uploading of the
digital file to the website,

Furthermore, an analysis of the computer system by the CHP’s Computer Crimes Investigation Unit
disclosed that access to specific unsecured files on the Governor’s website was accomplished by
individuals modifying a Uniform Resource Locator (URL). A URL, which s commonly called a
web address, is a string of characters conforming to a standardized format and refers to a resource on
the Internet by its location, Modifying the URL enabled the individuals to access and download
computer files throughout the Governor’s webpage. While the system was not originally designed to
be accessed in this manner, the modification of the URL in this instance did not constitute a criminal
offense.

Your support and coopetation in this investigation was appreciated. 1f you have any questions,
please contact me or Lieutenant Andy Menard at (916) 327-5451,
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State of Catiforaiy Busivess, Transportation and Housing Asency

Memorandum

Dale; November 30, 2006

To: Protecizve Services Division

Atlention: Chief M. J. Nivens

From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Dignilary Protection Section
File No.. 023.014114
Subject: ANALYSIS AND RECOMMENDATIONS — GOVERNOR’S OFFICE

COMPUTER SYSTEMS INVESTIGATION

On September 8, 2006, the California Highway Patrol’s (CHP) Protective Services Division
(PSD) was contacted by the Governor’s Office regarding what they thought may be an illegal -
unauthorized access of the Govemor’s “Speeches” website.

The Governor’s Chief of Stafig 88 indicated that the Governor’s “Speeches™ website
had been compromised aud that someone had downloaded from the site a digital file contamning
private conversations between the Governor and his staff. The digital file had been edited and a
portion was sent to the Los Angeles Times newspaper. During the mesting, it was related that 12
staff members of the Govemors Press Office had access to the “Speeches” website and that the
site was password protected for use by the media, It was also related that the file was
madvertently placed onto the website. Three Internet Provider (IP) addresses were identified as
accessing the “Speeches™ website and downloading the digital file in question,

Information Management Division (IMD) assisted PSD with: the investigation and conducted a
forensics analysis of the Governor’s Office computer system. PSD conducted 12 interviews
from the Governor’s Office and the Angelides Campaign. IMD also collected images from 11
computer workstations in the Governor’s Office.

It was detenmined that an IP address associated with the Angelides Campaign had accessed the
Governor’s “Speeches” website hundreds of tiraes. In examining how the website was accessed,
it was further determined that the holder of the IP address never used a password. This
prevented them from seeing any security/warning page.

The Attorney General’s (AG) Office was contacted for an opinion on whether a ciiminal act had
occurred. The Deputy AG reiterated that the individuals who accessed the website used the
practice of backward browsing. This is & process that is a coramon practice in the media.
Further, there appeared to be no security features in place which would have prevented an
individual from accessing the website through backward browsing,

Safety, Service, and Security
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He indicated that if one additional individual could gain access in a manner similar 1o the way
1he subjects gained access, the act would nel be considered a erime. '

.Conclugion:

The investigation concluded that the digital file in question was placed on the Governors
“Speeches” website in a manner consistent with previous practices and without criminal intent
by the Governor’s staff. Normal protoco] was followed in uploading the digital file to the
website. |

The Governor’s “Speeches” website was accessed by backwards browsin g which does not
constituie a crime.

The Governor’s “Speeches”™ website was originally intended 1o load digital clips of the
Governor’s speeches and there were no security measures in place which would prevent

backwards browsing,

Recommendations:

The attached administrative report documents the incident and recommends that no charges be .

filed in this case. Furthermors, the CHP has provided recommendations to the Governor’s staff
1o enhance the overall security of their computer network,

— 20 C ] Dt

W. L. DONOVAN, CAPTAIN
Commander '

SRR ey D el e e

S T TR e



CHRONOLOGICAL SUMMARY:

1. Sepiember 8, 2006, at 0945 hours, CnchJ ke chn,s Protective Services
Division (PSD) was contacied byl sy, Covernor’s Office,
regarding the “securily and vulnezab;hiy” of one of lhf; Govemnor’s wehsiles.
Specifically, the Govemnor's “Speeches” website,

2. On September 8, 2006, Chief Scott MacGr egor and Officer George Vasiliou,
Information Manag,emem Dw;smn (IMD) had a confemncc caﬂ with Chief

Nivens, , , s : I During the
call, R, descnbsd acuons takcn byt the Govemoz sOﬁme lo secure the
W@bsﬂe to plevcm further breaches. Addlilonal}y, ARk rcouesied

California Highway Patro] (CHP) involvement in the nwestlmn

3. On Sepiember 8, 2006, at 1400 hours, Chief MacGiegor Oﬂ' icer Locidzaﬂ and
Officer Vasiliou of the CHP met with M ETORE, S o R
the Governor’s Office. The purpose of the meeﬂng was 1o review uafonnahon
gathered by the Governor’s Office staff. § el statcd that he was
requested, b {g SR Lo locate the followmg files on the “Speeches” Web
SErver: '

»  03-01_Speechwriting Meeting, MP3
*  03-03_Speechwriting_Meeting MP3
» 03-07_Speechwriting Meeting. MP3

: § was able to locate only one of the files ‘
03 01 Spcechwmmg Meeting. Once the file was located, § B requested
7l e determine the source Internet Protocol (IP) addresses which

e file. 1§ g determined the file,
03-01_SpeechwritingMeeting, was downloaded by three separate IP addresses.
The IP addresses were:

* 69.236.165.97

» 752622172

» 70.133.83.182

AR o dditionally made available to the CI—IP measures which he used
' to secure ihe “Speec:hes” Web server.

4. On Sepiembel 8, 2006, at 1630 hours, Officer Vamhou collected the deskiop
computer hald drive which was assigned to U R 0 the Governor’s
Office.

5. On September 9, 2006, at 1045 hOUlS Officer Vasiliou imaged the hard drive for
- Once the image was completed, Officer Vasiliou conducted 2 recovery
search f01 all audio and multi-media files. Severa] fles were located, but none
were a mateh fo the files 1equested
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6. September 11, 2006, a briefing was held at PSD 1o discuss the poss:ble by each of
the Govemox 5“8 Jeachcs” webst Le T i:ose m aﬁcndance mc]udcd : i

Chief chns Assisian Chlcf Pat Burnet, Lleuienam Andy Mencnd and Oﬂ‘zwz
Scott Millspangh, IMD was represented by Chief MacGregor, Lieutenant Pauv]
Congi and Officer Vasiliou. NEg Bel idicated thal the Governor’s website
“Speeches” had been compromised and that someone had downlcaded from the
sile a digiial file conlaining privaie conversations between the Governor and his
staff. That digital file had been edited and 2 portion of the digital file had been
sent to the Los Angeles Times. During the meeling, # was related that 12 staff
members of the Governor’s Press Office have access 1o the “Specches” websile
and the sile was password protecied for use by the media. It was also related the
{ile was inadvertently placed onto the website. Three Internet Provider addresses
were identified as accessing the “Speeches” webstie and dowrdoading the digital
file in question. They consisted of 69.236,165.97, which accessed the information
on March 2, 2006; 75.26.22.172 which accessed the file on September 4, 2006,
and 70.133.83.182 which accessed the file two times on August 29, 2006, and two
times on August 30, 2006,

The definition of computer hacking as it apphies to this scenario was discussed at
length. It was articulated by the personnel from IMD that this would not be
considered hacking, however, further clarification would be obtained from the
Atlorney General’s Office.

September 11, 2006, at 1430 hours, a conference call was held regarding a
preposed media release from the Governor's Office over what was believed to be
a breach of security, The conference call inchuded members from the Governor’s:
staff who were present at the earlier meeting, Chief Nivens, Assistant Chief
Bumett and Lieutenant Menard from PSD. Also from the CHP were General

Counsel Jonathan Rothman, Chief MacGlegor Lieutenant C011g1 and Officer
Vasiliou of IMD.

It was during this conference call that the Governor’s Office asked the CHP to
toolk into the IF address 70.133.83.182, as it was believed to belong to the Phil
Angelides Campeign website. [t was related that this was discovered by running
that IF address through the website IP-Lookuep.com.

september 11, 2006, at 1600 hours, a meeting was held at the Blue Ancher
Building with Chief MacGregor, Lieutenant Congl and Officer Vas.ﬂmu of IMD
Lieutenant Menard of Dignitary Protection Section (DPS) and D

Informahon Technology Specialist for the Governor’s Office. In spealang W]ih
BB it was learned that there is a security/warning page that is seen if

an individual accesses the Governor’s “Speeches™ website with a security code.

: MR Jid 2 search on the IP address of 70.133.83,182. It was
determined thal the IP address had accessed the “Speeches” website hundreds of
times on August 29, 2006, and August 30, 2006. It was further determined that
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10.

11.

the holder of the IP address never used a password (o access the websile, which
prevented them from ever secing the securityfwarning page.

On Sepiember 11, 2006, at 2120 hours, Officers Lockhart and Vasiliou collected
images of all the computer workstations in the Governor’s Press Office. The
workstaiions were identified by the primary user and tag nomber. The following
is & list of workstations:

September 12, 2006, a2 meeting was held at the Department of Justice, Attomey

General’s Office, in order to get an opinion from Deputy Atiorney General Roberi

Morgestra regarding the possibility of filing criminal ‘charges against the
individual{s) who accessed the “Speeches” website. Those present at the meeting
included Chief MacGregor, Lientenant Congl, Officer Vasiliow of IMD, and

‘Lientenant Menard and Officer Millspaugh of PSD, In the discussion, Mr.

Morgestra indicated that the individuals who accessed the website used the
practice of backward browsing, a process that was common practice in the media.
There alse appeared to be no security features which would prevent an individunal
from accessing the website using this method. He indicated if one additional
individual could gain access in a manner similar to the way the suspect had gained
access this would not be considered a crime. He stated that based on the lack of
security features there was no statute {o charge.

September 12, 2006, 1500 hours, a meeting was held at PSD with Chief
MacGregor, Lieutenant Congi, Officer Vasiliou of IMD, and Chief Nivens,
Assigtant Chief Burnett, Lieutenant Menard and Officer Millspaugh of PSD. A
discussion was held regarding the opinions of the Deputy Attormey General and
the lack of criminal charges which could be filed. The investigation was then
assigned and split between the Computer Crimes Investigation Unit and PSD.
The majority of the interviews were assigned to Officer Millspaugh of PSD, and
the computer forensic portion was assigned to the Computer Crimes Investigation
Unit. PSD was elso assigned the responsibility of obtaining an Administrative
Subpoena to look into the IP addresses and who accessed the digital files on the
“Speeches” website.



12. Seplemwber 12, 20006, at 1600 hours, Licuienant Menard contacled Lieulenant Tim
Malone from the Office of Internal Affairs (O1A) regarding the possibility of O1A
assisting in obtaining an Adminisirative Subpoena. Lisutenant Malone indicated
that GIA was the Office of Primary Interest in obtaining Administrative
Subpoenas and wounld look info the matter.

13, Seplember 12, 2006 a1 1600 hours, Officer Millspaugh inlerviewed NEGiang.
from the Governor’s Office on the iclephone. The confent of the interview is
documented in Bxhibil # 1.

14, Sepiembez 12, 2006, at 1630 hours, Officer Millspaugh intervieweJgRag
g o of the Governor’s Press Office on the telepbone. The conient of the
erview is documented in Exhibit # 2.

in

15. September 13, 2006, at 0830 hours, a briefing was held ai PSD with Chief

- MacGregor, Lieutenant Congi, Officer Vasilion of IMD, and Chief Nivens,
Assistant Chief Bumnett, Lientenant Menard and Officer Millspaugh of PSD to
discuss the progress of the investigation.

16. Sepiembm 13, 2006 at 1000 and 1300 hours, Ctficer MﬂlsPaugh attempted to
contact R s ol the Allgehdes Campalgn Office to schedule interviews
with Igh e i g

17. Sc; tembm 13, 2006, at 1415 hours, Officer Millspangh interviewed
o in 1,11e Governor’s Press Office. The comem of the interview is
docamented in Exhibit # 3.

18. September 13, 2006, at 1413 hours, a Coxmputer Security Incident Report was
taken by Officer Dave Tats, ID #16024, CHP ENTAC. mmpoﬂ:ed that
the Web server for the Governor’s Ofﬁce had been 111approp11ately accessed on -
.Aug;ust 29,30 and Septembel 4™ 2006. The content of the zepoﬁ. is documented
in Exhibit # 4. '

" 19. September 13, 2006, at 1430 hours, Officer Millspaugh interviewed AR
in ihe Governor’s Office. The content of the interview is doomnemed n
Exhibiat # 5.

20, September 13, 2006, at 1538 hours, Officer Vasilion met with S
discuss events sunou:ﬂdmg a suspected intrysion into the Governor’s Ofﬁce Web
server hitp://speeches.gov.ca.gov/. The content of the interview is documented in
Exhibit # 1.

21. On September 13, 2006 Sergeant Halbleib, and Officers Lockhan and Vasﬂlou
imaged the desitop workstation hard drives ofiitR-rd [
Governor’s Press Office. :




22, September 14, 2006, Lidutenant Malone contacied Lievienant Menard and

©inquired into the authority the CHP has in conducling nvestigations of State
property and elected officials. This information was needed in order 10 ascerlain
i the Commissioner of the CHP has the avthority 1o sign and ‘issue an
Adminisirative Subpoena for an investigation outside of the CHP. He indicated
{hat OIA had contacted the Atlorney General’s Office to ascertain if the requested
information fell within the paramelers of an Adminisirative Subpoena.

23. September 14, 2006, Officer Millspangh contacied kit
Campalgn Off ce Lo schedule interviews w1ﬂ]

et 2dvised the campaign’s atiomey, S
Mi Nspangh.

J al ihe Aﬂgcj]des

24, Sebiembm 14, 2(}06 at ]O]O houzs Officer Mﬂls}aaugh 111’Lewmwed N

documente in I:}Jllbli # 6.

25, Seplember 14, 2006, at 1037 hours, Officer Vasiliou met with Btk
from the Governor’s Office of Planning and Research. The 1)111]30,5& oi" ihc
meeting was 1o clarify steps taken in the post incident release of a Movie Picture

~ Experts Group Audio File Layer 3 (MP:) The MP3 in question was identified as
03-01_speechwriting meeting MP3. B8 o o150 related that there is a
login page for an individual to upload 111f01111a11011 onto the Governor’s website,
An individual who accesses the websiie by using the login page wouild also view a
warning page (Exhibit# 8). The person who accessed the MP3 file in question
never accessed the page through the login page and, therefore, never viewed the
warmng page. The content of the interview is docnmented in BExhibit # 7.

26. September 14, 2006, at 1100 .houvrs, Officer Milispaugh in‘tewie'\?vedﬁ in the
Governor's Press Office, The content of the inferview is documented in
Exbibit #9.

27. Sepiembel 14, 2006, at 1130 hows, Officer Mﬂlspauﬁh interviewed SR
q in the Governor’s Cffice. The content of the interview is documemed in
Exhibit #10. :

28. September 18, 2006, Officer Millspaugh was contacted by g, ¢
Angelides Campaign Attorney, to finalize the time and place foz the interviews

with R - VR

29. SeptembalS 2006, 2t 0900 Bours, Officer Millspaugh interviewe/ RMGE
F T O o her home. The content of the 111161'\116\7« is

documented lllE}s.hlblt# .



30, September 19, 2006, af 0830 hours, 2 briefing was held al PSD with Chief
MacGregor, Lientenant Congi, Officer Vasilion of IMD, and Chief Nivens,
Assistanl Chief Bumett, Lieutenant Menard end Officer Mallspangh.

31 Scpiembel 20 2006, at 1000 howrs, Officer Millspaugh inferviewed B e
SR on the {elephone. The content of fhe inlerview
15 docnmented in Exhﬂm #12.

32. September 22, 2006, at ] 300 hours, Ofﬁcm Mil]spaugh and Officer Vasi]io'u
mierviewed R

documentedm xhiblt #1353,

33. Septembej 22, 2006 at 3330 ]wuzs Officers Mﬂ]spaugh and Vasﬂ]ou mtcmewed

. The content of the mter\new is documented i

represenied ST
Exhibat# 14,

34, October 3, 2008, a briefing was held at PSD to discuss elements of 502 PC and
the Department of Finance Report. Those in attendance included Assistant Chief
Burnett, Lieutenant Menard and Officer Milispaugh from PSD. IMD was
represented by Asszstani Chief Reginald Chappelie, Sergeant Halblieb and Officer
Vasﬂmu

35. December 4, 2006, 2 compact disc containing recordings of the interviews was
booked into evidence (#E820060431-025). The CHP 36 BEvidence Form is
attached as Zxhibit# 15, :

e



STATL O GAL UM

DFFARTMNT OF CALH CRIIA MG Ay ATHOL

SUBJECT/WITNESS SUMMARY

CHE 7 (Rav. 11:90)_0F 081 Page ]
NUMHBLER LATE (MO, DAY YR) Tk 2a00) INFORIMATHON RECE VLD [ RUMBER
i L subject 1 wimess { 09/12/2006 1 1600 (Investigator Millspaugph 14114
ME AL GEX
Il ; F
RESIDENCE ADDRESS TELEFHONL WETHOR RECEIVED
: Telephone
BUSINESS ARDRESS TELEPHONE EXRIBIT RUMBER
State Capitol Building, Roorjiam Sacramenio, CA 95814 i
COMMERNTS
See the summary of the interviews with@
Exhibit # 1.
NUMBER DATE (WO, DAY,YR) TIE (2400) INFORMATION RECEIVED 1.0, NUIMBER
2 [l subjedt V] winess § 09/12/2006 | 1630 {Investigator Millspaugh 14114
MAME . ) AGE 8EX
RESIDENCE ADDRESS TELEPHONE METHOD RECEIVED
Telephone
BUSINESS ADDRESS ’ TELEPHGNE EXHIBIT NUMBER
“ate Capitol Building, Roo/EsaR Sacramento, CA 95814 2

JMMENTS

See the summary of the interview

with§

R which is documpented on the CHP 51 Memorandum,

COMMENTS

Exhibit#2.
NUMBéR DATE {MD,DAY,YR) TIME {2400) INFORMATION REGEIVED 1.D. NUMBER
3 D subjest I winess | 09/13/2006 1415 |Investigator Millspaugh 14114.
NAME - AGE 8EX
e G T T S ] 1R
DENCE ADDRESS TELEFHONE MH&EIVED
In person
BUSINESS ADDRESS . TELEFPHONE EXHIBIT NUMBER
State Capitol Building, Roor:JBBlE Sacramento, CA 95814 o 3

Exhibit # 3.

Use previous edilions unill depleted
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STATL OF GALIFORNIA
LHPRRTIMENT OF Cal 1F ONIIA HIGHWAY PATROI

SUBJECT/WITNESS SUMMARY

CHE 7 (Rey 11-80)_OF] 01 Page 2
NUMEER ' LAt (WD,DAY,YTR) TIME (24015 4 ORIMATION RECLEIVED LD RUIBLGE T
4 [ subject winess | 09/13/2006 1430 [Investigaior Millspaugh 14114
i oAbt 5_ HEX
N ey M
RESIBENCE ADDREES TELEPHONE . : METHOD REGEIVED
In Person
BUSINESS ADDRESS EAHIBIT NUMBESR
Governor's Office, State Capitol Building, Sacramento, CA 95814 5
COMMENTS '
See the summary of the interview with§ e which is documented on the CHF 51 Memorandum
Eodbit # 5.
WUMBER DATE {IM0,DAY,YR) TIME {2400) INFORMATION RECEIVED . 1.0, NUMBER
5 {1 subjest ] winess | 09/14/2006 | 1010 [lavestigator Millspaugh 14114
NAME AGE SEX
RESIRDENCE ADDRES TELEPHONE METHOD CEWED
: Telephone
BUSINESS ADDRESS TELEFHONE EXHIBIT NUMBER
-0 N. 10th Street, Sacramento, CA 95814 6

~IMMENTS

See the summmary of the interview with 8

B which is documented op the CHP 51 Memorandum,

Fxhibit # 6.

NUMBER ' DATE (MO,DAY,YR) TIME (2400) INFORMATION RECEIVED LI NUMBER

6 O subjest ) winess | 09/14/2006 1100 - [Investigator Millspaugh 14114

AGE SEX

NAME

M

RE SIDEC ADDESS TELEPRONE WMETHOD RECEIVED

_ In person
BUSINESS ADDRESS . TELEFHONE EXHIBIT NUMBER
State Capitol Building, Room i Sacramento, CA 95814 ' 9
COMMENTS . :

Sl Memorandum, Exhihit

AN? BRI fr

Use previous editlons uniil depleted



SIATE OF GALIEORNIA
DLEPARTMLNT OF GALE Gicbin HIGHWAY FATIOI

SUBJECT/WITNESS SUMMARY

sCHE 7 (Rev. 11-90)_OFi 081 Page 3
NUMBER DATE (MODAY.YR) kAL, (P404) INEORMATION REGENLL LI, WUMBER
7 L) sublect V] witness | 08/14/2006 | 1130 dpvestipaior Millspaugh 14114
Ve AGE SEY

: M
. ADDHEES TELEFHONE METHOD RECEIVED
In Person
BUSINLESE ALDRESS TELEPHONE EXINRT WUMBER
Governor's Office, Stale Capitol Bldg, Sacramepto, CA 95814 10

COMMENTS
See the summary of the interview withie

# 310,

e which is documented on the CHP 51 Memoranduﬁn. Exhibit,

NUMBER DATE (MO, DAY, YR) TIME {2400) INFORMATIDN RECEIVED LD. NUMBER ]

8 Ol subjest Y1 witness | 08/18/2006 | 0900 [Investigator Millspaugh 14114
NANE T AGE SEX
RESIDENCE ADDRESS TELEPHGNE METHOD RECEIVED
s : b Roseville, CA 95747 Ry In Person

j TELEPHUNE EXHIBIT NUMBER
y ’ 11

B which is documented on the CHP 51 Memorandum.

Bxhibit # 11,
NUMBER DATE {MD,D%Y.YR] TIME {2400} INFORMATION RECEVED 10, NUMBER
Cisubiect Y1 wimess | 09/20/2006 1000 {Investigator Millspaugh 14114
ABGE SEX
SRR F

DCE DR A e ., METHOD RECEIVED
SRR (21 son City, NV 89703 Telephone
BUSINESS ARDRESS EXHIBIT NUMBER
Same 12

COMMENTS

Exhibit # 12.

Use previous edllions unfil depleted
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SIATE OF CALILORNIA
OFPARTRE I OF CALIT ORISA HIGHWAY PATRG)

SUBJECT/WITNESS SUMMARY

CHP 7 (Rev. 11-80)_OPLO&1 Page 4
WUMBLET DATE (WMD,DAY, YY) TUME (2400) Jidi CRIMATION RECTIVED 1D WUIMBE R
10 L subjeet [V winees | 09/22/2006 | 1300 Jnvestigator Millspaugh 14114
- ~ IAGE BEX
: M
=56 TELERIONE k MIETHOD RECEIVED
in Person
BUESINEES ADDRESE TELEPHORE EXHIDIT NUMBER
1331 2181 Street, Sacramenio, CA 95814 13
COMMENTS :

See the summary of the inlerview with 3
Exhibit # 13.

e which is documented on the CHP 57 Memgrandum

NUMBER . DATE (MQO,DAY,YR) I TIME (2400) iNFORMA?:ION RECEIVED . 1D, WUMBER
11 103 subjest B wimess | 09/22/2006 | 1300 [Investigator Millspaugh 14114
NAME B AGE SEX
M
RESIDENCE ADDRESS . TELEPHONE . METHOD RECEIVED
In Person
BUSINESS ADDRESS Lo TELEPHONE ' EXHIBIT HUMBER
131 21st Street, Sacramento, CA 95814 3 ' 14

- IMMENTS
Bee the summary of the interview with BB

Exhibit # 14.

NUMBER DATE (MO,DAY,YR) TIME {2400) INFORMATION RECEIVED LD, NUMBER

12 | D subjed M wimess | 09/08/2006 | 1400 [Tnvestigator Vasiliou 15987

NAME AGE SEX

M

TELEPHONE METHOD REGEIVED
. MO  |LD person
BUSINESS ADDRESS TELEPHONE EXHIBIY NUMBER
Governor's Office State Capitcl Bidg., Sacramento, CA 95814 CAATIERLTA 7
COMMENTS

Exhibit # 7,

Use previous edilions until depleted
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GIATL O Gl 1 ORINA
GHEPARTIALNT OF GALIF ORNIS HIGHWAY FATROL

SUBJECTMITNESS SUMMARY

CHP 7 (Rev. 11-80)_GPLORY Page 5
PLIMRER LATE (MO,DAY,YR) TINE (2400) INF ORMATION RECENMLD LD NUMBER
13 L] supject Y] winess | 11/13/2006 Investigator Milispaugh 14114 .
Wk AGL SEX
Chiel Mike Nivens M
RESIDENCGE ADDRLES TELEPHORNE WETHOD RECEVED
BUSINESS AGDRESE TELERHONE EXHIBIT NUMBER
1801 Oth Sireet, Sacramenic, CA 95814 (916) 323-1514
COMARENTS ’
Chief Nivens was the CHP manasement lead on the case.
MNUMBER DATE {MO,DAY,YR) TIME {2400) IHFORMATICN RECEWVED L. NUMBER
14 L supjest  [¥] winess | 11/13/2006 Investigator Millspangh 14114
NAME AGE SEX
RESIDENCE ADDRESS TELEPHO_i\IE METHCD RECEIVED
BUSINESS ALDRESS ' . TELEPHONEL EXHIBIT NLMBER
“overnor's Office State Cepitol Bldg., Sacramento, CA 95814 g
JMMENTS ' , ;
Governor'] requested that the CHP conduct an investigation into the upauthorized
website access,
NUMBER DATE (MO, DAY, YR) TlME‘(24GD} INFORMATICN RECEIVED 1.0 NUMBER
15 Ll subjest Y] wimess | 11/13/2006 Investigator Millspaugh 14114
NAWE AGE BEX :
RESIDENCE ADDRESS TELEFHONE METHOD RECEIVED
BUSINESS ADDBRESS TELEPHONE EAHIBIT NUMBER
Governor's Office State Capitol Bide., Sacramento, CA 95814 '

COMMENTS

BT as the paint of contact for the Governor's Office,

Use previous edilions uniil depleted
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LTATE OF CALEOIMNA
DEPARTMLING O CALINORRIE MIGHWAY PATHA

SUBJECT/MWITNESS SUMMARY

CHP 7 {Rey. 11:90)_0OF 041 Page G
MUMBER DATE (W0, DAYYE) THAL {24003 INF ORMMATION RECENED . L3, WUBBER
16 Elsugeet 1Y) whimess | 11/13/2006 Invesiigaior Millspaugh 14114

TN, FGE 8%
Assistant Chief Pal Burnett ! M
RESIDENGE ADDRLESS TELEPHONE ) WMETHOD RECENVED
BUSINESE ADDREES TELEPHONE EXHIBIT NUMBER

1801 Oth Street, Sacramenio, CA 95814 : {916) 323-1514
COMMENTS

Assisiani Chiel Burpeid was a CHP management coniact in the case.,

NUMBER DATE (MOD,DAY.YR) TIME (2400) INFORMATION RECEIVED 1.0, NUMBER
17 [ subject  [] winess | 11/13/2006 Investigator Millspaugh 14134

MNAME . . AGE SEX
Tnvestigator Scott Millspaugh ' M
RESIDENCE ADDRESS TELEPHONE METHDOD RECEIVED
BUSINESS ADDRESS ‘ TELEFHONE EXHIBIT NUMBER

'801 Oth Street, Sacramento, CA 95814 (916) 327-5451
COMMENTS

Investigator Millspaugh was assigned as lead Investigator in the case.

NUMBER, DATE (MGQ,DAY,YR) TIME (2400) INFORMATIGON RECEIWVED 1D, NUMBER

18 L) subject . 4] witness | 11/13/2006 Investigator Millspaugh ‘ 14114
NAVE _ AGE SEX
Iieutenant Andy Menard M
RESIDENGE ADDRESS ) ] TELEPHONE METHDD RECEIVED
BUSINESS ADDRESS TELET-‘.HONE EXHIBIT NUMBER
1801 9th Street, Sacramento, CA 95814 (916) 327-5451

COMMENTS

the case

Use previcus edilions until depleted
&IN7 BAR fen



S1ATL QL CALITORNIA
DLPARTMENT OF CALIT ONNIA HIGHWAY I'SITROL

SUBJECT/WITNESS SUMMARY

CHP 7 (Rev. 11-80)_OP] 081 Page 7

WNUABER DATE (0,DAY YR) TiHAL {Za00) il ORMATION REGE VLD LD WUsabER i
1% L subjeet [ witness | 1171372006 Investipator Millspauph 14114

“HE AL SEX

Chief Scoti MdLGI‘Cg or M

RESIDENCE ADIRESS 1 ELEFHONE METHOD RECEIVED

BUSIMESS ADBRESS TELEFHONE EXHIBIT NUMBER

2555 Firsl Avenue, Sacramento, CA 95818 (916) 657-7171

CGOMIVIENTS

Chiel MacGregeor was CHP's IMD management lead in the cage,

NUMBER . DATE {MO,DAY,YR) TIME (2400} INFORMATION RECEVED 1D, NUMBER

20 ) subject Y1 winess | 11/13/2006 Investigator Miilspaugh 14114
NAME AGE SEX
Lieutenant Paul Congi M
REBIDENCE ADDREES TELEFHONE METHOD RECEIVED
HUSINESS ADDRESS . TELEFHONE EXHIBIT NUMBER
8200 X Street #2508, Sacramento, CA 95818 ‘ 916) 453 3950 '
COMMENTS ) )
Tieutenant Congi was an IMD manasement contact in the case.
NUMBER DATE (MO, DAY, YR} TIME {2400) INFORMATION REGEIVED 1.0. NUMBER

21 Ll subiect V) witness | 11/13/2006 |. Investigator Millspaugh 14114
NAME AGE BEX
Officer George Vasilion M
RESIDENCE ADDRESS TELEPHONE METHOD RECEIVED
BUSINESS ADDRESS . ) TELEFHONE EXHIBIT NUMBER
2200 X Sireet #250B, Sacramento, CA 95818 : (916) 453-3950
COMMENTS

Qfficer Vasiliow was an IMD Invesuszator involved in the case.

Use previous editions unlil depleted
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S OF CALIFGIRNIA
BEPARTIMLI OF CALIEORRIA HIGHWAY PATIROL

SUBJECT/WITNESS SUMMARY

GHP 7 (Rey 11-800_OP0B] Page 8
WUMEER DATE (MO, DAY YIRY L (2400) I CRMATION RECEIVED LD NUMBEER
22 ) subject Wiress | 11/13/2006 Investipator Millspaugh 14114
[FXTH H(_B'[- EEX
Lievienant Tim Malone , . M
RESIDENCE AGDRESS TELEFHDNE METHOD RECEIVEL
BUSHNESS ADDRESS ‘ . TELEFHDNE EXHIBIT NUMBER
2555 First Avenue, Sacramento, CA 95818 {916) 657-7241
COMMENTE
Lientenant Malone was a contact regarding adminisirative subpheonas in the cage.
MNUMBER DATE {MO,DAY, YR} TIAE {2400) INFORMATION RECEIVED LD, NUMBER
23 [ subjeat  [¥] witness | 11/13/2006 Iavestigator Millspaugh o 14114
NAM AGE SEX
5 ! 1—‘;
RESIDENGE ADDRESS TELEPHONE M!:ZTHOD RECEVED
BUSINESS ADDRESE TELEPHONE EXRIBITNUMBER
331 21si Street, Sacramento, CA 95814 : i
SOMMENTS . I
& vas e point of contact for the Angelides Cempaipn,
NUMBER DATE {MO, DAY, YR) TIME (2400) INFORMATION RECEIVED . {D. NUMBER ‘
24 Ol subjet V1 witness | 11/13/2006 Investigator Milispaugh 14114
NAME . ' AGE SEX
' M
TELERHONE METHOD REGEIVED
BUSINESS ADDRESS TELEPHONE EXHIBIT MUMBER
710 Sansome Street, San Francisce, CA 94111-1704 '

COMMENTS

Use previcus ediffons unill depieled
c0D7 &88.1rp



S1AL OF Calif ORNg
T EARTILNT OF CALIY ORRMIB HIGHAY PATIRD)

SUBJECT/WITNESS SUMMARY

CHP 7 (Rev. 11-60)_OF 081 Page 9
HWUMBHER ’ . BATE (MO, DAY YR} TIME (2400) I!\H' ORIANTION RECEIVED LD NUMBER
25 O subiect [ wyness | 11/13/2000 Investipator Millspaugh 14114
: G ] iR
: F
TELEFHONE METHOD RECEIVED
PR UElranple 559 Nathan Abbou Way, Stanford, CA TELEFHONE EFHIBI NUMBER
COMMENTS .
Eiroh Ewas the attorney represeniing g
2
MUMBER : DATE (MO,DAY,YR) TIME {2400) INFORIMATION REGEIVED 10, NUMBER
26 [ subject ] winess | 11/13/2606 [nvestigator Millspaugh 14114
NAME . . AGE SEX
Sergeant Steve Halblieb ‘ M
RESIDENGE ADDRESS ‘TELEPHONE . METHOD RECEIVED
BUSINESS ADDRESS s ' TELEPHONE EXHIBIT NUMBER i
1200 X Street #2508, Sacramento, CA 95818 (916) 453-3850 3
COMMENTS _
Sergeant Halblieb was an IMD supervisor contact in the case.
PUMBER DATE {MO,DAY,YR) TIME (2400) INFORMATION RECEIVED LD, NUMBER i
27 [ subject Y1 witness | 11/13/2006 Investigator Millspaugh 14114
NAME . . AGE SEX
Assistant Chief Reginald Chappelle ' . M
RESIDEMCE ADDRESS . i . JTELEPHONE WMETHCD RECEIVED
B‘.USINESS ADDRESS ' ] ] TELEPHONE EAHIRIT NUMBER
2555 First Avenue, Sacramento, CA 95818 (916) 657-7171
COMMENTS .

Assistart Chief Chappelle was 8 manggment contact in the case,

Use previous edilions unlil depleted :
clD? 5980 -
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SUBJECT/WITNESS SUMMARY
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Page 10

NUMBESR DATE (MODAYNR) AL (2a0by INFORIMATION RECEIVLD L0 HUMBER
28 L) subjest I wimess | 13/13/2006 Investigator Millspaugh 14114

i [ied SLX
Officer Peter Lockhari M
REGIMENGE AUDRESS TELEFHDN, METHOD RECEVEL
BUSINESS ADDRESS - TELEPHONE EXAHIBIT WUMBER
2200 X Street #2508, Sacramento, CA 95818 (916) 453-3950
COMMERTS ‘ .

Officer Lockhart was an IMD invesiigator involved in the case.
NUMBER . DATE (MO, DAY, YR) TIME {2400) INFORMATION REGEIVED LO. NUMBER
[] Subject 7 witness
MNAME . AGE SEX
RESIDENCE ADDRESS TELEPHONE METHOD RECEIVED
BUSBINESS ADDRESS TELEPHONE EXHIBIT NUMBER
. JMMENTS
NUMBER DATE (MO,DAY,YR) TIME (2400) INFORMATION RECEIVED 1D, NUMBER
[ Subject 0 witness

NAME AGE SEX
RESIDENCE ADDRESBS TELEPHONE METHOD RECEIVED
BUSINESS ADDRESS TELEPHONE EXHIBT NUMBER

COMMENTS

Use previous editions until depleled

c007_588.4rp
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State of Californis Linsiness, Transportation and Hoosing Apency

Memorandum

Date:  October 4, 2006

To; Protective Services Division

From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
' Dignitary Protection Section

File No.: 014114

Subject: SUMMARY OF INTERVIEWS WITHjEE

I

On Saptembez 12, 2006, I contacted Manager of Information Teclnology for
the Governor’s Office, to mvesugate Wheiher 'Lhe MPB audic file in question was placed on the
Governor’s “Speeches” website, in violation of Penal Code Section 502

R said the only two people that had knowledge of the MP3 audlo filein qucstmn were
i ; ; : I Delieved that EREEEEREE v/o s in the meeting
wnh the Govemoz Tecor ded 1113 conversanon, and then gave the recor dmg 10 SHGRER She
indicated that iR would normally download the recording to his office computer, edit it,
rename 1t and then upload i to the Governor’s “Speeches” website.

Cn September 13, 2006 at 1538 houus, Ofﬁ cer Vasilion met with
" whether the MP3 audio {ile in question was placed on the Governor
violation of Penal Code section 502,

1o uwesﬁgate

5 Speeches website, in

- related the following 111f0rma110n in summary recalls being contacted
while away from the office by NCESESEENE of the Governor’s Office on the evening of
September 7, 2006, _requesied R Contact g from the Governor’s Press
Office, on an urgent manner. Upon comacimg R was asked to assist wnh
determining if three to four files were deleted from the Governor’s Office file server, JRSaauaie
utilized her virtual private network connection to the office server to accomplish this T.ask She
was unable to locate the files in question and reported to the files were suceessfilly
deleted. [RARR then asked “to confirm he deleted the same files from the public Web
server located at htip:/fspeeches.gov.ca.gov/. NN ot know-she did not have
administrater level aceess on the Web server and she would lel the server administrator know.

Shortly thereafter, JJNEEIR 2ttempted to contact KNG admlmsirator of the
Web server hitp: //speeches gov.ca.gov/. was unable to reachHi IR
evering, On the morning of September 8, 2006, contacied S _
him with the files in question and requested he determine if those files remded on ﬂ:e Web

Server, recalls receiving confirmation from 1:1f01113111g her that the
files were deleted on the previous evening from the Web server http:/speeches.gov.ca.gov/.

Safety, Service, and Security

CHP §1WP [Rav. 11-66) OP] 076




Protective Services IDivis on
Pape 2
October 4, 2006

BT e first pmwdcd information 1o the CHP conceming the Web server
hﬁ,p://speeches pov.ca.gov/ on September 8, 2006, in this meeting with the CHP, NEg
stated the server contains data of public record for release io the community thr ou;:h medla
outiets,

S. Millspaugh
Investigator



State of Califurniy . Business, Transportation aud Housing Agency

Memorandom

Date: Oclober 4, 2006
To: Proiective Services Division
From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL

Dignitary Protection Section
File No.; _ 014114

Subject: SUMMARY OF INTERVIEW WITIH ¥

‘On Seplernber 12, 2006, 1 contacled s e, Governor’s Press Secretary, o
investigate whether the MPB audic file in queshoa was placed on the Govemo] s “Speeches™
Website, in violation of Penal Code Section 502,

i said that it was her assumption that the audio file in question was recorded by
@i Chiel Speech Writer, in a speech writing meeting with the Governorggiis
B ook an audio tape of a speech writing session 1o g, Deputy Press

Secretary, to have it franseribed, 3 downioaded the recording onto his computer and
. converted it to an MP3 audio filc. 38 ¥ 1:en uploaded the file to the Governor’s “Speeches”
website so the transcribers could access it. B believed the upload was a mistake.

2 m //

MLHS}Jaugh
waeshgaiol

Safety, Service, and Security

GHP 51WP (Rev. 11-86) OP1G76




Siate of Calilurnix Business, Transporiation and Housing Apeney

Memorandam

Dale: Octlober 4, 2006

To: Protective Services Division

From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Dignitary Protection Section

FileNo. 014114

Subject: SUMMARY OF INTERVIEW WITHg

On Scptembel 13,2006, I contacled § __ HHE. A.ssistant Press Secretary for the
Governor's Office, o invesligate whether the MP3 aud;o file in question was placed on the
Gevernor’s “Speeches” website, in violation of Penal Code Section 502.

(5 B <2id she was not involved with uploading the MP3 audio file in question to the
Governor’s “Speeches” website, She did receive the transcript of the MP3 audic file in question,
by email, from the transcribers. After receiving the file she moved it into a transcript folder. She
did not open or read the contents of the file. As a normal course of business she would only

open transcript files that were associated with something she was working on. It was not unusual -
to mave many transeript files into her transcript folder unopened and unread.

L B T T L BT T T T R L LT B e s e Rt en e e e

B was asked abouta susplczous incident which happened a1ound 2000 houls on
Monday, September 11, 2006. She was in the Press Ofﬁce wn g -"
Assistant Press Secretary for the Governor’s Office. SREEEIES

SEREE computer,

_ said that on the evening of Seplember 11, she was having dinner with her boyfriend
S TIERAEER. -t 7.clda’s Pizza, She was contacted telephonically b}“ who asked her
e mspond to the Press Office and research if anything had been sent out on August 29, 20606,
associated with the MP3 audio file in question, being 1cported by the Los Angeles Times
Newspaper. | responded 1o the press office, with I TISIIETEEINNE | hey were in touch
with by telephone, sol could gwe iham his passwold to access his computer and
to assist in the research. S R BRI (0 help because he was more
experienced with the compuler 1anguagc than [

B mi///

5. Millspaugh
Investigator

Safety, Service, and Security

CHP STWP {Rev. 11.86) OF1 076 .
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STATE OF GALIFORNIA '
DEPARTMENT OF CALIFORNIAHIGHWAY PATROL Page 't ol 1
Compuier Crimes Investigation Section 041 .

Computer Securlly Incident Reporl 09432006-1415-8040-

Seplember 13, 2006

"AMEDIATE CONTACT REQUESTED
Report Taken By:
Name: David Tale
Rank: Officer
LD, 078024
vate; @ /15/2006
Time; 1415

Reporting Agency/Depariment:
Mame: GOVERNOR'S OFFICE
Addiess; 7303 TOTH STREET
clly: SACRAMENTO, CA 85814~

Apency 1S0: Allernate Con

Incident Re 0
Name: : MName! tame: 3K 3
Tiie: ITUNITMANAGER Titte; Title: ITSUPERV!SOR
Address: 1303 10TH STREI:T Address: . Address: 1303 10TH STREET
Emall; IR - OV.CA.GOV  Email: Emat: NSRS OV.CA GOV
Work: =L, Worlc Exl. Worde VTN .
Cell: Celk . cet SuRIOMNEEREE
Pager: Pager: . Pager: :
Home: Home: Home: E
PRIMARY SYSTEM INCIDENT QCCURRED INCIDENT DISCGVERED
IMPACTED - Date 8/28/2006  Time Dale §/7 /2006 Time :
IF Address Computer Name Operating System Compirter Location

DELL 4400 C Other QFFICE OF PLANNING & RESEARGH

Type of Incidenl: ‘

Unauthorized Access(Succsssful Atlack)

Type of Service:

Sensltive Information(Frivacy)

Actions Taken Afler Discovery of incident:

REPORTED TQ OCAPS FCR DOCUMENTATION ON UNKNOWN DAY CALLED ENTAC TODAY.

;

i
!

;_.
-E'
3
r«.

NGTES

Web server (Dell 4400) that is localed at the Govemor's Office of Planning & Research was-remolely hacked into on Aug. 28, 30,
and Sept. 4ih. The informalion stolen was in an evdio file (MP3 Format) that contained private conversations between fhe
Govemnor and hs siaff,. OCAPS look a repori on this incident, however, the date and reporf number are unknown. The files
have since bsen delefed from the seiver,



Stale of California Busiiess, Transportation and Housing Agency

Memor

Dale:

To:

From:

File No.:

Subject:

andum

Ociober 5, 2006

Protective Services Division

DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Dignitary Proleciion Section

014114

SUMMARY OF INTERVIEW WITH

s, Chicf Speech Writer for the Governor’s

Office, to investi gate whethcx the MP3 audio i le in quesuon was placed on the Governor’s
“Speeches” website, in violation of Penai Code Section 502.

5. Millspaugh
Investigator

audio i‘rom the cassette to a dzgu,al MP3 ﬁle and then sent the file to the 1ramcr1puon service.
3 did not know what the procedure was to send 2 file to the transcription service.

Safety, Service, and Securify

CHP 21WR 1Rouw 44.RAV OB OTR



Staie of Californin Business, Transportation and Bousing Ageney

Memoranduoum

Date: Oclober 4, 2006
To: Protective Services Division
From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL

Dignitary Protection Section

File No.: 014114

Subject: SUMMARY OF INTERVIEW WITH

Communications, State Lo‘dc: Y Conmnssaon 0 mvesi;gatc whethex the MP3 audio file in
question was pilaced on the Governor’s “Speeches” website, in violation of Penal Code Section
502,

Gowmox’s inauguyal through June 19, 2006 He said he was 1101 mvoived wuh the uploadmg of -

the MP3 audio file in question fo the Goveror’s “Speeches” website. S
received the writlen transcripts by email from the transcribers. He forwarded 1116111 to his
. personal email dccount, which was a commen practice with all his transcripts, so he could work
with the files outside the office. He said it would be normal for him to have transcripts on his
personal account that he would never open. He first looked at the transeripts when the Los
Angeles Times Newspaper report came out. He opened the file then, ouf of cunosﬂy but did not
delete it s0 it would not eppear he was trying to hide it.

SASSRSMEANIRERY: 2 asked about a SU.SplClOLlS incident which happencd around 2000 hours, on
Monday Septembez 11,2006. He was in the Press Office with _ and was

accessmg-s computer,

said on Monday, September 11, 2006, he was having dinner with his girlfriend

ST vas contacted by who asked her to respond to the Press
Ofﬁoe and research if anything the Press Office had sent out on August 29, 2006, of August, had
& link tothe MP3 aundio file in question. responded to the Press Office and brought
him with hes. & was talking with on the telephone irying to access his
computer and they were having problems conununicating the technical language

F asked to talk tc. 10 help because he was more experienced with the computer

language than her. Afier accessing s computer, e helped search the files.

A. ﬂﬂv//‘/
S. Millspaugh
Investigator

Safety, Service, and Security

CHP 5TWP iRrv 1 1-861 NP1 A76



State of California Business, Transporiation and Housing Agency

Memorandum

Date: October 6, 2006
To: Pretective Services Division
From: DEPARTMENT OF CALIFORNIA HICHWAY PATROL

Dignitary Protection Section
File No.: 014114

Subject: SUMMARY OF INTERVIEW WITE

On September 14, 2006 at 1037 hours, Officer Vasiliou met wnh Information Technology
Specialist SRR, Governor’s Office of Planning and Research. The purpose of
the meeting was 10 cla1 1fy sieps taken 1 the post-incident release of a Movie Picture Experts

Group Andio File Layer 3 (MP3] to see if there was a violation of Penal Code Section 502. The

MF3 in question was identified by title as 03—01_Speechwriting_mceﬁng.MP3.

M. Updegrove related the fol]owmg information in summary, On the mor nmg of Fnday
September 8, 2006, B s received verbal notification from [ -
manager in the Informauon Technolo gy Unit of the Governor’s Office, requesimg he search the
http://speeches.gov.ca,gov/ website log for the file 03-01_speechwriting_meeting. MP3.

or ea’Led a string sear ch for all files which contained the term ¢ speechwrmng” in
their name. (IR crbally notific AR thic file in question was found on the
htip://speeches. gov ca. gov/ website log. SRR csiablished the file was deleted on
September &, 20006, from an Internet Ploioool (IP) addlass 134.186.104.253. The
afmemenﬂoned IP address was identified as the Governor’s Office firewall to the Internet.
Because all users who have access to upload and delete files from the web server use the same
username and password, JE i was unable 1o deielmme who deleted the file 03-
01_speechwriting_meeting, MP3 :

: _ Bl clated the webszte htip://speeches.gov.ca.gov/ was created on October 4 2004,
When the websﬂe was designed, its purpose was for a single user in the Governor's Press Office,
_to place MP3 clips {rom Governor Schwarzenegger’s weekly radio address on the Internet.
Sl <i-icd cverything on the website is of public record. The website evolved 1o where
all employees of the Governor’s Press Office, had the single username and password. Op July
26, 2006, NN - changed the username and password for the website
httpi//speeches.gov.ca.gov/ while he was conducting maintenance on the web SErver. When the
password was changed, SENSIEREN: informed the Press Office of the new password.

Safety, Serviee, and Security

CHP 51WP {Rev. 11-88) ORI 076
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Proiective Services Division
Pape 2
Oclober 6, 2006

Smce the incident Sl aktNEm: 1125 taken the websiie offline. RS GTEE
screenshol capture of 1]16 user logm page, prinied it, and provided ﬂ}c prmted copy i6 Ofﬁce;
Vasiliou (E hibit # &),

A m)

S. Mitlspaugh
Investigator




hﬂps://spmchas.gov.ca.gcw/sp{:echt::e_login.plu

"\'************V\]ARK{ING***

LU A A S S S T . T .
THIS SYSTEM IS RESTRICTED TO AUTHORIZED USERS

FOR AUTHORIZED USE ONLY. UNAUTHORIZED ACCESS

IS STRICTLY PROHIBITED AND MAY BE PUNISHABLE
UNDER THE COMPUTER FRAUD AND ABUSE ACT OF

1986 OR OTHER APPLICABLE LAWS. IF NOT

AUTHORIZED TO ACCESS THIS SYSTEM, DISCONNECT

NOW. BY CONTINUING, YOU CONSENT TO YOUR

KEYSTROKES AND DATA CONTENT BEING MONTTORED.

ALL PERSONS ARE HEREBY NOTIFIED THAT THE USE

OF THIS SYSTEM CONSTITUTES CONSENT TO

MONITORING AND AUDITING. THE ADMINISTRATORS

ALSO RESERVE THE RIGHT TO CANCEL OR LOCK YOUR :
ACCOUNT AT ANY GIVEN TIME. ALL TERMS |
DESCRIBED ABOVE ARE SUBJECT TO CHANGE WITHOUT :
ANY GIVEN NOTICE. IF YOU DO NOT AGREE TO ,
THESE TERMS LOGOUT NOW! - | g
a:::r.*__*_*v\-****w**WARNINgf** r

O S - TR S

.............................................................................................................

User:
Pagss: login ’g

s A A N Y

NIOIMNNE .57 D,



State of Culiforuia Business, Transportation and Housing Agency

Memorandum

Date: October 5, 2006

To: Protective Services Division
From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Dignitary Protection Section
File No.: 014114
Subject: SUMMARY OF INTERVIEW WITHs
On September 14, 2006, | contacied j Al Deputy Press Secretary for the C"rovcmor’é

Office, to investigate whether the MP3 audio file in question was placed on the. Governor’s
“Speeches” website, in violation of Penal Code Section 502, '

j stated that during the first part of March 2006, R aaal brought a micro
cassetle {o him and asked him if he would get it transcribed. The process to get the MP3 andio
file in question transcribed was for g L0 ransfer the micro cassette recording to an MP3
audio file. He then downloaded the MP3 audio file {0 his deskiop computer and edited out the
dead time. After the editing, he uploaded the MP3 audio file to the Governor’s “Speecches”
website and emailed a link of the file to the transcribers, He also archived a copy of the MP3
~aundie file to the Governor’s Office internal server, which is not accessibie from outside the
Governor’s Office. The transcribers accessed the MP3 audio {ile and transcribed the langnage
into a word document.. The trenseribed document was sent to five people,

» R T U e The process to get anything
transcrived was the same as above and weas normally done for Press Office needs. was
doing SNSRI - favor by sending the recording to the transcribers did not know

whiat was on the tape until the Los Angeles Times Newspaper reported the story,

, <
4 iy
S. Millspaugh
Investigalor

Safety, Service, and Securify

CHP S1WP {Rav. 11-88) OP1 076



Stale of California Business, Transporiation and Housing Apency

Memorandum

Date;

To:

From:

File No.:

Subject:

On'SeptemEer 14,2006, I contacted g

October 5, 20066

Protective Services Division

DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Dignitary Protection Section

014114

SUMMARY OF INTERVIEW WITH IR

for the Governor’s Office, {0 investigate whether the MP3 audio file in question was placed on

the Goy

and onl

rernor’s “Speeches” website, in violation of Penal Code Section 502.

JEB 214 he did not upload the MP3 audio file in guestion to the Governor’s Speeches Server

y learned of the MP3 audio file’s content when the Los Angeles Times Newspaper

reported the story.

4.

-

7

5. Millspaugh
Investigator

CHE BIWP |

Safety, Service, and Security

Rev. 11-86) OP1 475

&8, Chief Deputy Direclor of Communications



State of California usivess, Trapsporiation and Hausing Aoeney
State of Califorr Busivess, Trapsportation and Housing Agency

Memorandum

Date: October 5, 2006
To: Proieciive Services Division
From: DEPARTMENT OF CALIFORNIA HIGHTWAY PATROL

Dignitary Protection Section

File No.: 014114

Subsect: SUMMARY OF INTERVIEW WITH

Orn Sepiember 18, 2006, I contacicd 3 e e T——
invesligale wheihm the MP3 audio file in question was downloadcd from the Govemor 5

“Speeches” website, in violation of Penal Code Section 502. B e was 1115
transeription service that transcribed the MP3 audio file in qu.cstion,

. e Coscribed the process in which she {ranscribes the Governor’s MP3 audio files.
she stated that she seceives an email from the Governor’s Office with a link to the MP3 audio
file that they want transcribed. The file gets transeribed into a word document and sent back to
the Governor’s Office. She deletes audlo liles after they are transcribed because of the space
they take up on her computer. |[EEESENERIRERR a5 concerned that the transeripts of the MP3 audio
file in question were obtained by ﬂae Los Angelcs Times Newspaper, She compared the quotes
in the paper to her franseripts and found the exact language was different, which led her to
believe the transeripts were not obtained.

S, Millspaugh
Investigator

Safety, Service, and Security

CHP 51WP {Rav, 11-85) 0P 076
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State of Calilernia Business, Transporiation and Housing Ageney

Memoranduem

Date: Oclober 6, 2006
To: Proteciive Services Division
From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL

Dignitary Protection Seclion
File No.: 014114

Subject: SUMMARY OF INTERVIEW WITH

On Scptcmbel 20, 2006, I contacledf@ e . (ranscriber for e
PRGN hciped transcribe the MP3 audlo ﬁle in quesilon was contacied to
'11wesmgate whether the MP3 audio file in question was downloaded from the Governor’s
“Speeches” website, in violation of Penal Code Section 502.

, g s2id she received the MP3 audio file from April 2006. She
transcribed it and believed she sent the completed transcript to She thought
the file was a little unusual because it was a private conversation. They normally 1ranscr1be
speeches. She thought she had transeribed the whole file. She deleted the avdio file from her
computer, but saved the transcript. The comments she read in the newspaper when the Los
Angeles Times Newspaper reported the story sounded familiar, but she did not 1esea10h any
further.

L.

S. Millspaugh
Investigator

Safety, Service, and Security

CHP 51WP (Rav. 11-86) QR 076



State of Califurnis Business, Transporiation and Housing Apency

Memorandum

Date: QOctober 6, 20006

To: : Protective Services Division

From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL
Digniiary Proiection Section

FileNo.: 014134

Subject: | SUMMARY OF H\ITERV‘IE\R’ WITH 9

On September 22, 2006 Officer Vasiliou and 1 contacted | Semmm——G———m. I. :c:rch Director
for the Angelides Campaign, to investigate whether the MPB auaio fie in quesuon was
downloaded from the Governor’s “Speeches” website, in viclation of Penai Code Sectlion 502,

: & was conlacled because he was named by RS B Angelides Campaign
Manager as  person involved with the downloading of the MP3 audio file in question. Also
pleseni were § e V1o 1ep1u36nied the Angehdes Campaign and m
: \aflﬁo-reprcsented e e _

SRR =21 he first heard of the Governor’s “Speeches” website on August 29, 2006,
1ecalls receiving an email from Angelides Campaign employee ]_ Within
thP body ol M| cnzil was a im.k ioa ﬂlc on the Govemeor’s “Speeches” website
relating io a Humcane Katrina speech. SRS <licked on the link and was directed to the
Govemor’s “Speeches” website where he lLstened to the audio file, Once inside the Governor’s
“Speeches” websile, backed text off the gualified Unifoxmed Resource Locator
(URL) and was delivered other data from the website. When asked about his original intent on
visiting the website,'_ replied that a portion of his empioyment duties include the
gathering of research information associated with the upcoming State of California General
Election for Governor. was asked how many times he had visited the Governor’s
“Speeches” website. He was unable to recall the number of times or the dates of the visit
stated there are several individuals in the Angelides Campaign Office which may have
connected to the Governor’s “Speeches”™ website. — explained that staffers, who work
in the research department, utilize an automated tool to gather information from the Internet Sl
believes the automated tool utilized is named PimpFish. Because does not
manage the logl, he was unable to give specifics on the scope of its operation.

5. nwj’"

S. Millspaugh
Investigator

Safety, Service, and Security

CHP 51WP {Rev, 11-86) OP! 076
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Stale of California Business, Transportation and Housing Ageney

Memorandum

Dale: seplember 26, 2006
To: Prolective Services Division
From: DEPARTMENT OF CALIFORNIA HIGHWAY PATROL

Dignitary Protection Seciion
File No.: 014114

Subject: SUMMARY OF INTER VIEW WITH S Rrara

On September 22, 2{)06 Officer Vasiliou and 1 contacte it aaaear st (1 inications

Director for the Angehdes Campaign, 1o investigate whether i.he MP3 audio ﬁle in question was

downloaded from the Governor’s “Speeches™ website, in violation of Penal Code Section 502,
@9 was conlacted because he was named by § 3 he Angelides
Campalgn Manzger, asa person nwolved wnh the downloading of the MP3 audio file in
question. Also present were ST EIIEE who repmsentcd the Angelides Campaign
and Y & "\?'.’]:‘10 represen-ted'

S e S RN, 101d hnn about the controversial MP3 audio file and
that it was passed on to ﬂze Los Angeies Times Newspaper. He was not involved wuh the
accessing of the file. :

2.0

S. Millspaugh
Investigator

Safety, Service, and Security

GHP 51WP {Rev. 11-86) ORI 076
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